FCRp e 5 PR3- e 1 4F

# % %% GSN_SEC_240508 % P g 2024/05/08

SuztEp RO 2024/4/1~ 2024/4/30

PR 'R IRI e R &

1L Apd Mo PSR TEx ) 2 TERE | T 2utd » L
217,514,176 = = sc#F « B¢ i L X ER e F e 28T o F LY 125k
#E 2 52 AnyDesk ¥ 2 s # #cif 87,738,229 =t 5 {7 5 i AnyDesk & *
JEF%+ > AnyDesk 2 - BT S BI25A & 2 iB:8 ko 3088 - F1H 7R LR
Frit o I’J:?iﬁ? %gé AnyDesk * ## % 2. @ﬁ?‘l S R IE i%ﬁ%‘igﬁ’\f% * iﬂ”fz}g ’?‘
EIRR T ER ot IR L brd- o R A Bia- S

2. B 4% 2 2 3x#HE 2 L BitTorrent
T & s #id 66,497,375 = 0 0 (7 5 HFAc L BitTorrent & * PRF% > BitTorrent
T-fBR " PP HEA I PP RRT Y Y R HRA L@
FoRFYERAAF RS B RLBE S 30 B L ERRTE

3. B 2% 3z 52 HFEE 2 TeamViewer
¥ s # fE 28,280,965 =% 0 {7 5 #F s TeamViewer J& * PRI o
TeamViewer £.7 %z 2 %% >3-4~ 23 L o v % @ﬁi%liﬂl’iﬁ» o

H ¥ pdkfr Lz 3 s ::3:§—‘F*f'€’ ;ﬁv} TeamViewer } 4 % 2 T.fi;ﬁa?l - IR

FE B AR TRABE R o IR - A

4, L% 42 st FE 2 Netcore.Netis.Devices.Hardcoded.Password.Security.Bypass
¥ s ¥ feE 21,683,529 =t 0 Netcore/Netis e faizd K & > i H P 5 {s 42
ﬂ’ﬂ?ﬁ¥%ﬁ%ﬁﬁéﬁ‘éﬁﬂﬁ%iﬂig&o

5. ¥ ¢ % 52 sc# ¥ ¥ SSH.Connection.Brute.Force
¥ e ¥ gt 1515501 =% > sxF H WA 5 SSH Fdk 4 sefF g w32
se#d 5B SSH #F o= » A8 {TH 4 SSH F4&ki¢ * lefl’E%i » TP 1F
e a1k




FORRHe ¥ RS e 3 4F

6. 2% 62 ¥ E % Linux.Kernel. TCP.SACK.Panic.DoS

¥ "ﬁ #HiEF* linux kernel g2 vt # -] MSS (maximum segment size) = TCP

e PEA S e U PRI SRR AR Yt 7 S o

7. 2% 72 ¥ E 2 L Wireshark. ENTTEC.DMX.Data.RLE.Buffer.Overflow
TTHARBIF Y Wireshark @ 0% e JF R & T3 0 pLIRIF LD YR
25t e fRtriR * SAeshes (RLE) R A5 ENTTEC DMX 4f o p& i 3i4h 3547
R’§%ﬁ§i?ﬁﬂ*&%%&@¥ﬁﬁiT@ﬂﬁﬁ@iﬁﬁ%’éé

& PRFEV W2 A

M

oy

8. &% 82 K?fi it % Web.Server.Password.File.Access
II‘?"Z PR E HTTP il s 3 A v - dofetc/passwd (A % = 7|
%) ~ [letc/shadow ( * = q,l,% hash & 7] % ) ~/etc/host (i #~ i+ ) %
Linux & 4ad cigd 2 2564 BInp * 2 ik A TR o $Hig 2 i
CF AU F R TR L F SN BT SR AR AR
%%@ﬁ§ﬁ§3?¢ﬁ5% a4 o

9. # % 92 sx#E ¢ 5 Realtek. SDK.UDPServer.Command.Execution
P17 5 AT e F E 17 Realtek 3% & ¢ end 4 R TRF 0 2B b 2
T I E R R A s e st B F a1t AR
h X R HFER RS

10.# 2 % 10 2. s ¥ £ ¢ 5 Telnet.Default.Credentials
AR ET L‘c%ﬁJ FRR O ko Ipk htelnet (EELT AR E ~ > Mirai £ E R
R SR AMP 2 telnet 235 > ¥ R ¥ SEPRZEHEET > 0 2
ﬁ@ﬁﬁ%m?ﬁﬁkﬁﬁjﬁuﬁ%o




F e 2 PRS- e i 4F

v 3=

1. ML BT8R 2 RF A IRIAPE > EREFLEIRED > L
GSN 38 | ek 01 ¢ e (7 B0 o @ LR % AR 0

2. BHMETH AL ETE I RS HEWATF F R RFIE2Z 0% o T WA
AR ISR AERPARHERE Y O AR T ARG

3. T AR BT RIREES H R M2 418 oo R & Sessions > 4of F 2 B
FoORFFETERXRIP L RFIREFITY > UELIREEXILE IR
52~i{§ o

4 BT ANERFREE» THF L AR BRF ARA R Bih o T HY
Mk BRI EAL > A EPFE S LR EHT AL
@Wﬁﬁ%?i%°

AR VG A %k & 0 TR T o

SR LB ATIRIA 2B E R BB G £ 7
L@E'JE ¥ BN EE R BT A ‘{ﬁl ES RS 1R

6. LSHMERMRY ¥ > 2/ NI T F G ALy b 2UE MR 2R
EB= S o

7. APMEREIEARRIDFRAAMPERAFLT ] A YRR T LI HP
IME > PIE MERTR %%ii%$o

8. 4c S IA Fr P kR n ERERE ¥ 2 HR 0 F AT L 5 GSN
MAE P R L P o GSN B ) e T3 1 (02) 2344-2836#1204 ¢




FCRp e 5 PR3- e 1 4F

GSN B %3 Thigh, & [critical |, Top 10 st ¥ % #

NO Filter Name Severity Hits
1 AnyDesk high 87,738,229
2 BitTorrent high 66,497,375
3 TeamViewer high 28,280,965
4 | Netcore.Netis.Devices.Hardcoded.Password.Security.Bypass critical 21,683,529
5 SSH.Connection.Brute.Force high 1,515,501
6 Linux.Kernel. TCP.SACK.Panic.DoS high 1,499,266
7 Wireshark. ENTTEC.DMX.Data.RLE.Buffer.Overflow critical 1,142,600
8 Web.Server.Password.File.Access high 941,527
9 Realtek.SDK.UDPServer.Command.Execution critical 909,224
10 Telnet.Default.Credentials high 847,956
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QUIC 819,875,333
AnyDesk 87,738,229
Nmap.Script.Scanner 67,351,166
NTP.Monlist. Command.DoS 66,742,412
BitTorrent 66,497,375
TeamViewer 28,280,965
TikTok 25,151,029
Netcore.Netis.Devices.Hardcoded.Password.Security.Bypass 21,683,529
Wind.River.VxWorks. WDB.Debug.Service. Version.Number.Scanner 17,771,673
ZGrab.Scanner 1,855,778




