FC e % PR A3 e 1L 4F

3 1 %% 1 GSN_SEC 220211

& op g 2022/02/11

SutEp RO 2021/12/21~2022/1/31

PR BRI LR R -

1 A8pd e IPSrER TE4 | 2 TEE | 8T 2at? » L8
296,817,603 st =xsx# - HeY zm - X BRI LT B ELY 121%
# % ¢ 5 BitTorrent ¥ # s % #ic:d 187,898,439 =t » pt {7 % 4 px 5 BitTorrent &
* JRF% > BitTorrent € - &8 * (W P2P #f% &~ % & %> P2P 57 it %’%E‘ * o
RR R R 2 B A EAMFNHAd P REBE > 30 B LfEe
B -

2. 2% 22 st#E 2 5 AnyDesk

¥ i 5o ik 35,153,135 = 0 4t {7 5 44 s AnyDesk fi * PR4% > AnyDesk %
B el SEEEE ETE RN RIS RS RS
d AnyDesk A% 2 @~ STRIAF B HI R F AR TRARF Ry
RN E2S o K USSR RES S

3. B 2% 32 s E it L SopCast

T 4 5 fcid 20,419,649 = » SopCast ¥4 % eh3_+ P2PLLCHY 0 48 A
% en gk P2P AR R 4% o SopCast ¥ 12 7 4k X e NAT » £ ¥ 36 & fd
Bt o 2R MR CPU f Y - BRI 212 B E
LT s EErAL R o

4. B 25 42 st L 2L

Netcore.Netis.Devices.Hardcoded.Password.Security.Bypass

¥ s ¥ Had 17,761,788 =t 0 Netcore/Netis i ped X & > 7 RPN F {8 P 42




FC e % PR A3 e 1L 4F

B R B F ARG AL R RAR LR -

P 2% 52 st ®E 2 5 DNS.TXT.Records. Tunneling

¥ sz #:E 13,002,101 =x » DNS Tunneling q\%}; Mg eh- fd 0 5d #-H
W T A A DNS i 3 2@ @;%J P RBLE FE 2P e =
M EEAE o FlE AREERERE G DNS £ - B d T A #H IR oV
foor Bt ip] x i § g DNS i g > igje s DNS 1% & - B Frid f # &

TOMEE O GEA T U v R b dek R ] }“Ta‘:i@ﬁi%]i’r?:% > DNS Tunneling
2 S F B R APT 328 g F LR hk oo

3t 2 e % 2 TeamViewer

B {7 L HE Ak s TeamViewer Jig * PRI+ - TeamViewer _& % =8 3 75 % shig a4

Fl A% G g PR AR B2 RAE o FIHE T EARD U2 B SR KT

Fd TeamViewer It 4% 2 B ~ Sr¥liRF & 558 ¥ F AR Tl e B 1y
ERF b NER UE2S: Sr RS RAS: S

Bt 2 % 7 2 st # E 2 5 Memcached.UDP.Amplification.Detection

xz§ F1* Memcached 7 UDP 3£ B & st e+ 528 » #iF % g m;ﬁ—}‘&]
f<* Memcached UDP ihie' PR E b - BPRE W ik < 5K 4fe AR5 H P
T @ PIRREREOT IR B P R S ST R o RIRE S
11211 -

2t 2 % 8 2 st # ¥ i 5 Torpig.Mebroot.Botnet
B 17 ARt B 4 Tropig Botnet & & 4250 0 B A 2 B A F A E R
TES SRR TRSTES SRR TR T S F S ST




FO e U5 PR AR e AL 3F

9. £ 2% 92 52 ¥E 5 QVOD
PiT A A QVOD ¥ PRAR 0 QVOD A - A h B Y v SRR E 5 i
P2P % A~ 3 1 2(BitTorrent) & & B-ARAF Bh4F PRAT o P2P ™ il fid * 2
RN R 2 B> @S ERMR S HS D P RABE > 3 RS L iR
T o

10 z_ sz # % ¢ % Linux.Kernel. TCP.SACK.Panic.DoS
#HEF* linux kernel g2 vt $i-] MSS (maximum segment size) = TCP
e AL s 1Y SR SRR AR B st F G .

[y S P

1. 180 £ i (733 B4 2 RIF B AT PRARPF > 2 RE 7 P AFIRIET 0 i A e
GSN @& ) w3 e 2 @th,ﬁ%ﬁ%*%g MR R o

2. MR ETHAL L TE IRAFHEZ T FRFHLL L 0 TR
ARREIS R AERPAPH BRI O M AR T T ARG

30 F iA R RE Rt M2 4o #ioo i E 2 Sessions » 4o 24 B
¥oORFFERLZIRRIP LRFINE Y 0 B LIRIAE X 1R R
iric ¥ o

4. BT ARNER PRHE - TR CEE RN BT AR b 2 Fig o T HN
Rt BRI FAE > AP ERFE O AP L HFFT AN
o AR ST o

5. LM A EEAR > BEW KRG VBT RS o T EREAR T
FELE R ¥R R ks AN RRE ORI B ERHEPI G £ 7
BRe 8 UBEER AT S5 ERE R

6. LPSM BRI T ¥ - 2R ATTF G AATEE Resb oo 0 K R 2R ER
EB=a- A o

7. LPHERIEC R R SIAPMEEXAFLT ] 28 LR HP




FO e U RIS e 31 4F

W%%%Br’u%@?*&%%i1%$o
8. 4% = )7? EE« rdl » IA g@,?‘, .?yu; %-i(j 4_;;1_@‘ F“%’ > 'rﬂ SR s F 4 s+ GSN
M) dek Rb s o GSN B ] ke T3 1 (02) 2344-2836#1204 -

GSN R ¢

E

Chigh | & [ critical ; Top 10 < ¥ ¥

Y
No Filter Name Severity Hits
1 |BitTorrent high |187,898,439
2 |AnyDesk high |35,153,133
3 [SopCast high | 20,419,649
4 [Netcore Netis.Devices. Hardcoded. Password. Security. Bypass| critical | 17,761,788
5 [DNS.TXT.Records. Tunneling critical | 13,002,101
6 |TeamViewer high | 8,959,029
7 Memcached UDP. Amplification. Detection high | 4,556,944
8 |Torpig.Mebroot. Botnet critical | 2,563,632
0 |1QVOD high | 1,072,826
10|Linux.Kernel TCP.SACK.Panic.Do8 high 663,191
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BitTorrent 187,898,430
Nmap.Script.Scanner T4, 785,767
AnyDesk 35,153,135
NTP Monlist. Command.DoS 21,688,400
SopCast 20,419,649
E;;caosrse.Netls.Devwes.Hardcoded.Password.Securlty. 17.761.788
DNS. TXT.Records. Tunneling 13,002,101
girrfgfelii;irgj;ﬂorks.WDB.Debug.Service.Version. 9,536,407
TeamViewer 8,959,029
Memcached. UDP Amplification.Detection 4,556,944




